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(Web) Application Protection Models

• Classical – Application behind Shibboleth Standard Session

• Application with Shibboleth Lazy Session / Passive Mode
like

– shhaa-filter

– Mediawiki Plugin

• Application as Own Service Provider
like

– simpleSAMLphp

– OIOSAML (java)

– Guanxi (java) 

http://www.softwareborsen.dk/projekter/softwarecenter/brugerstyring/oio-saml-java
http://www.guanxi.uhi.ac.uk/index.php/Guanxi
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Classical – Standard Shibboleth Session

Service Provider
Apache httpd

mod_shib

Site-A Site-B Site-X

Authentication

Authorization

no direct
information about
- logged-in user

- or session

Identity Provider

Attributes
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Classical Web Application Authorization

Web Application

User & Roles,
Access Control

Authentication
e.g. 

- LDAP/AD
- Kerberos

- Database...

User

Roles &
Privileges

Local IDM

Authorization
application specific

dynamic
access rules

Application DB
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Shibbolized Web Application

Web Application

User & Roles,
Access Control

Remote
Authentication

& 
Roles?

Privileges

Authorization
application specific

dynamic
access rules

Local
Application DB

Identity Provider

Attributes

Roles

Remote IDM

?



m
p

g
aa

i

6

2009·11·06

MPGAAI - Workshop - Shibboleth Integration

Attributes Propagation

Service Provider
Apache httpd

mod_shib

Identity Provider

SAML: 
User-ID, Attributes

J2EE Web Application

User & Roles,
Access Control

HTTP Header

PrivilegesLocal DB

PHP Web Application

User & Roles,
Access Control

Privileges Local DB

Server Env. 
Variables
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Shibboleth “Lazy Session” / “Passive Mode”

<VirtualHost _default_:443>
    ServerName        https://idp.mydomain.de
    UseCanonicalName  On

    SSLEngine on
    SSLCipherSuite ALL
    SSLVerifyDepth 10
    SSLOptions +StdEnvVars +ExportCertData

    SSLCertificateFile    /opt/mpgaai/httpd/conf/ssl.crt/idp.crt
    SSLCertificateKeyFile /opt/mpgaai/httpd/conf/ssl.key/idp.key
    SSLCACertificatePath  /etc/ssl/certs

    ProxyPass  /idp/  ajp://localhost:8009/idp/
    <Location  /idp>
        Order Deny,Allow
        Allow from all
    </Location>

</VirtualHost>

• Shibboleth SP (Apache Httpd) Configuration
https://spaces.internet2.edu/display/SHIB2/NativeSPApacheConfig

<Location /secure/passive >

AuthType shibboleth
ShibRequireSession Off

ShibUseEnvironment On

ShibUseHeaders On

Require shibboleth

</Location>

use Shibboleth, 
don't enforce login

set attributes to 
- server environment

variables
- http headers

Shibboleth enabled, 
but does not block

Demo

https://spaces.internet2.edu/display/SHIB2/NativeSPApacheConfig
https://idp.rzg.mpg.de/sp2/secure/info.php
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Shibboleth “Lazy Session” / “Passive Mode”

• Shibboleth is enabled as in Standard (Shib.) Session
only:

• no Login enforced !
that means:

• User logged-in: 
– Attributes are retrieved and propagated as usual

• User not logged-in: 
– Attributes are still “propagated”, but are empty / hold no values

– as soon as a Shib. Session (Login) exists => Attributes filled

# enable AJP connector 
<Connector port="8009"
    request.tomcatAuthentication="false"
    address="127.0.0.1"
    enableLookups="false"
    redirectPort="8443"
    protocol="AJP/1.3" />

<?xml version="1.0" encoding="UTF-8"?>

<Context
    docBase="/opt/mpgaai/shibboleth-idp2/war/idp"
    privileged="true"
    antiResourceLocking="false"
    antiJARLocking="false"
    unpackWAR="true"
/>
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MediaWiki – Shibboleth Extension

• http://www.mediawiki.org/wiki/Extension:Shibboleth_Authentication

• move code to <mediawiki_home>/extensions/ShibAuthPlugin.php

• edit  LocalSettings.php

### SHIBBOLETH INTEGRATION
require_once('extensions/ShibAuthPlugin.php');
$shib_WAYF = "Login";
$shib_WAYFStyle = "DS";
$shib_Https = true;
$shib_LoginHint = "login via mpgaai";
$shib_AssertionConsumerServiceURL = "/Shibboleth2.sso";
$shib_RN = ucfirst(strtolower($_SERVER['sn']));
$shib_email = strtolower($_SERVER['mail']);
$wgHooks['ShibUpdateUser'][] = 'ShibUpdateTheUser';
function ShibUpdateTheUser($existing, &$user) {
    global $shib_email;
    global $shib_RN;
    $user->setEmail($shib_email);
    $user->setRealName($shib_RN);
    return true;
}
$shib_UN = str_replace("_","-", $_SERVER['persistentID']); Demo

http://www.mediawiki.org/wiki/Extension:Shibboleth_Authentication
https://idp.rzg.mpg.de/wiki/Main_Page
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Demo – Simple Http Header AuthN/Z

• Demo on  Language Archive Tools 
(MPI f. Psycholinguistics, Nijmegen) 

– Anonymous Access

– SSO Login

– Show Session- & Attributes Information

– Attribute Based Authorization 

– SSO to Modular Web Application

– “SLO”, Logout from Local SP Session

– API to retrieve Session- & User Information (Attributes)

• Integration
add filter in web.xml, set config-file location, use filter for whole web app

• Configuration
see own configuration file shhaa.xml
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Enable SHHAA Filter in Web Application

• web.xml

<web-app>

    <context-param>
        <param-name>ShhaaConfigLocation</param-name>
        <param-value>/WEB-INF/shhaa.xml</param-value>
    </context-param>

    <!--  filter configs -->
    <filter>
        <filter-name>AAIFilter</filter-name>
        <filter-class>de.mpg.aai.shhaa.AuthFilter</filter-class>
    </filter>

    <!-- filter mappings -->
    <filter-mapping>
        <filter-name>AAIFilter</filter-name>
        <url-pattern>/*</url-pattern>
    </filter-mapping>

    <!-- context listener -->
    <listener>
        <listener-class>
            de.mpg.aai.shhaa.config.ConfigContextListener
        </listener-class>
    </listener>
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OIOSAML – Java Service Provider

• www.softwareborsen.dk/projekter/softwarecenter/brugerstyring/oio-saml-java

• Easy Initial Setup & Configuration via GUI

• Web Application Filter – Easy to Integrate in Your Web Application

• API to retrieve Session- & User Information (Attributes)

• Compatible with Shibboleth Federation 
after just slight configuration modifications

• Provides Own Discovery Service 

http://www.softwareborsen.dk/projekter/softwarecenter/brugerstyring/oio-saml-java
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Enable OIOSAML Filter in Web Application

• web.xml

<web-app>

    <context-param>
        <param-name>ShhaaConfigLocation</param-name>
        <param-value>/WEB-INF/shhaa.xml</param-value>
    </context-param>

    <!--  filter configs -->
    <filter>
        <filter-name>AAIFilter</filter-name>
        <filter-class>de.mpg.aai.shhaa.AuthFilter</filter-class>
    </filter>

    <!-- filter mappings -->
    <filter-mapping>
        <filter-name>AAIFilter</filter-name>
        <url-pattern>/*</url-pattern>
    </filter-mapping>

    <!-- context listener -->
    <listener>
        <listener-class>
            de.mpg.aai.shhaa.config.ConfigContextListener
        </listener-class>
    </listener>

   <context-param>
        <param-name>oiosaml-j.home</param-name>
        <param-value>/opt/mpgaai/oiosaml/conf/</param-value>
    </context-param>
    <listener><listener-class>
        dk.itst.oiosaml.sp.service.session.SessionDestroyListener
    </listener-class></listener>

    <servlet>
        <servlet-name>SAMLDispatcherServlet</servlet-name>
        <servlet-class>
                dk.itst.oiosaml.sp.service.DispatcherServlet
        </servlet-class>
        <load-on-startup>1</load-on-startup>
    </servlet>
    <servlet-mapping>
        <servlet-name>SAMLDispatcherServlet</servlet-name>
        <url-pattern>/saml/*</url-pattern>
    </servlet-mapping>

    <filter>
        <filter-name>LoginFilter</filter-name>
        <filter-class>dk.itst.oiosaml.sp.service.SPFilter</filter-class>
    </filter>
    <filter-mapping>
        <filter-name>LoginFilter</filter-name>
        <url-pattern>/sp/*</url-pattern>
    </filter-mapping>



OIOSAML – Configuration GUI
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OIOSAML with Shibboleth Federation

• www.gmjjavadesigns.com/gmjd/entry/how_to_integrate_oiosaml_java

• access initial configuration site via “production” URL 
=> URL is used for metadata generation

• Metadata: OIOSAML uses separate files for each IdP 

• on import Shibboleth IdP metadata:
add missing XML namespace information
(some prefixes not recognized) 

• turn off  Name-ID encryption at Shibboleth IdP -
in relying-party.xml change Profile config to: 

• modify OIOSAML default config - set in oiosaml-sp.properties: 

  <ProfileConfiguration xsi:type="saml:SAML2SSOProfile"
      encryptNameIds="never"
      ...

oiosaml-sp.assurancelevel=0
oiosaml-sp.nameid.allowcreate = false
oiosaml-sp.nameid.policy = transient

http://www.gmjjavadesigns.com/gmjd/entry/how_to_integrate_oiosaml_java
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Thanks & Discussion

Questions, Discussion...

- Thank You for Your Attention -
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